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Due to the requirement for dynamic content of today’s web applications, many rely on a database backend to store data that will be called upon and
processed by the web application (or other programs). Web applications retrieve data from the database by using Structured Query Language (SQL)
queries

To meet demands of many developers, database servers (such as MSSQL, MySQL, Oracle etc.) have additional built-in functionality that can allow
extensive control of the database and interaction with the host operating system itsefr

NAVIGATE TO An SQL injection occurs when a value originating from the client's request is used within a SQL query without prior sanitisation. This could allow cyber-
SQL Injection criminals to execute arbitrary SQL code and steal data or use the additional functionality of the database server to take control of more server components.
Blind SQL Injection (differential analysis) The successul exploitation of a SQL injection can be devastating to an organisation and is one of the most commonly exploited web application
Missing "Strict-Transport-Security’ header vulnerabilities.
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Reports by Severity Class (Total: 66)
- NA o
Error
i O
= Medium
High

1-100f 660> >
Date v status Severity [ e ] Actions.
Vied, Aug 19, 2020 6:42 PM CST —TTTE— scan of IP 163.28.129.103 [ e T 2 1 3 0 AX
Tue, Aug 18, 2020 9:57 PM CST —TTTE— scan of IP 163.28.129.103 (S e N 2 1 a7 ) AX
Tue, Aug 18, 2020 5:38 PH CST —TTTE— of IP 163.28.12.105 T o 3 1 a1 0 AX
Wed, Aug 12, 2020 11:00 PM CST [ Done | ate scan of IP 163.26.129.103 [ 00000 BN 0 ) 4 o AX

b 3F 2 g

Host scan start  Mon Jun 8 00:0G:27 2020 C8T
Host sran end Mon Jun & 003837 2020 CST

Service (Port) | Threat Lewvel
80 tep High

3380 tep Medinm
133 tep Medium
50 tep Medium

2.1.1 High 80/tcp

High (CW55: 7

NVT: Apache Tomeat Multiple Vulnerabilities - Feb20 (Windows)

Product detection result
cpe:faapache:tomcat :8.5.43

Detected by Apache Tomcat Detection (Consolidation) (0ID: 1.3.6.1.4.1.25623.1.0,
—10T652)
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Issues Per sCans, ‘cause that's the way the cookie crumbles.

Notiﬁcations, about things you're involved in. ReVieW yOUI’ aCtiVity, to freshen your memory.

+ Mark all read Scan hitp://140.117.13.128/WebSal/Wsal_Month (Default profile) started - Fri, 18 Sep 2020
05:58:22 +0000

3.33 84 47

@ Share
& Full edit
& Download report as:
HTML
JSON
warshal Issues i3
XML
YAML All 23] * Fixed [0 « Verified [0] © Pending ver

B The scan was aborted after 00:31:24

X False positives [0] @ Awaiting review [0]

AFR
Input

Wedium queries.

Informational extensive control of the database and inferaction with the host operating system itself

SQL Injection

Missing 'Strict-Transport-Security’ header vuinerabilties
Common directory This injection was detected as Arachni was able to cause the server to respond 1o the request with a database related error.

Password field with auto-complete EED

Listing all logged issues. URL
TOGGLE BY SEVERITY SQL Injection 1

Reset Show all | Hide all

High Due to the requirement for dynamic content of teday’s web applications, many rely on a database backend to store data that will be called upon and
processed by the web (or other programs). Web Tetrieve data from the database by using Structured Query Language (SQL)

L
- To meet demands of many developers, database servers (such as MSSQL, MySQL, Oracle etc.) have additional buit-in functionality that can allow
NAVIGATE TO An SQL injection occurs when a value originating from the client’s request is used within a SQL query without prior sanitisation. This could allow cyber-

criminals to execute arbitrary SQL code and steal data or use the additional functienality of the database server to take control of more server components.

Blind SQL Injection (differential analysis) The successul exploitation of a SQL injection can be devastating to an organisation and is one of the most commonly exploited web application
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