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20 tep High

3389 tep Medinm
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2.1.1 High 80/tcp

Hizh (CV35: 7.3)

ies - Feb20 [(Windows)

NVT: Apache Tomeat Multiple Vulnerahi

Product detection result

cpe:fa'apache:tomcat :8.5.43

Detected by Apache Tomcat Detection (Consolidation) (0ID: 1.3.6.1.4.1.2B623.1.0.
—10TEE2)
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KPPRC Security DiViSiOﬂ, Web Application Vulnerability Scanning System.
Issues Per sCans, rcause that's the way the cookie crumbles.

Notiﬁcations, about things you're involved in. Review your aCtiVity, to freshen your memory.

o o Scan http://140.117 13.128/WebSalWsal_Month (Default profile) started - Fr, 18 Sep 2020

3.33 B4 47

™ Share
& Full edit
& Download report as
HTML
JSON
Marshal Issues p3
XML
YAML All [23] % Fixed [0} v Verified [0 [:] Pending verification [0] X False positives [0] A Awaill ng review [0
AFR

Il The scan was aborted

Listing all logged issues URL Input Elg

Reset  Showall | Hide all

Due to the requirement for dynamic content of today’s web applications, many rely on a database backend to store data that will be called upon and
processed by the web application (or other programs). Web applications retrieve data from the database by using Structured Query Language (SQL)
queries.

To meet demands of many developers, dalabase servers (such as MSSQL, MySQL, Oracle etc.) have additional built-in functionality that can allow
Informational extensive control of the database and interaction with the host operating system itselr.

NAVIGATE TO An SQL injection occurs when a value oniginating from the client's request is used within a SQL query without prior sanitisation. This could allow cyber-
SQL Injection criminals to execute arbitrary SQL code and steal data or use the additional functionality of the database server o take control of more server compenents.
B iSOERC I e e The successful exploitation of a SQL injection can be devastating to an organisation and is one of the most commonly explaited web application
Missing “Stict Transport.Security” header vulnerabillties,

Common directory This injection was detected as Arachni was able to cause the server to respond to the request with a database refated eror.
Password field with auto-complete ey
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